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1 Introduction 

RAN2 has sent an LS to SA3 (R2-167296), where RAN2 asks advice from SA3 on Security aspects of RRC Connection Re-Establishment for NB-IoT (DoNAS). This contribution analyses the topic and proposes to send a reply LS to RAN2 based on the analysis.

There is also a related LS R2-167315 LS on mobility enhancements for NB-IoT, sent to RAN3, CT1 and SA2, but not to SA3. 
2  Discussion

RAN2 LS stated the following:
Based on the discussion regarding Mobility improvements for NB-IoT within R14 NB-IOT Enhancement WI, RAN2 discussed the introduction of RRC Connection Re-Establishment procedure to allow context fetch and Re-Transmissions by MME and UE NAS  in case of Radio Link Failure.
In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer.
Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.

As is noticed by RAN2 the current RRC re-establishment has two security measures, the short MAC-I and integrity protection of RRCReestablishmentComplete. The purpose of these security measures is to ensure that, in case of RLF, the eNB knows that the RRC connection is re-established with a legitimate UE and not an attacker. The following RRCReconfiguration mandatory procedure will be integrity protected and provides also an authentication of the network to the UE.
If these security measures were absent in the case described by RAN2 LS, an attacker could fool the network (“target” eNB, and consequently “source” eNB in case there is context fetch and MME) about UE’s mobility and get the network to think that the UE is somewhere else than where the UE actually is. The situation is different from the “normal” Data Transport in Control Plane case connection establishment, since there is no impact on UEs currently served; except for the usual capacity considerations. With re-establishment, however, an accepted re-establishment would imply that the associated context is transferred and re-associated with another C-RNTI, meaning that the previous instance would no longer be valid. Consequently, phony re-establishment requests may cause (potentially non-local) service interruption to other UEs.
Therefore, it is proposed to answer to RAN2 that security mechanisms similar to RRC re-establishment (i.e. short MAC-I followed by integrity protected RRC messages) are required for this kind of case.  
3 Proposal

It is proposed to send the analysis above in a reply LS to RAN2. 
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